CYSE 301: Cybersecurity Technique and Operations

Assignment 2: Traffic Tracing and Sniffing « Task A - Get started with
Wireshark

This document covers the first half of the assignment #2. The second half will be released after the
complete discussion of Computer Network. Student needs to submit a report that covers both halves.

Each student needs to login into the CCIA virtual environment to complete this assignment.
Task A: Get started with Wireshark (5 point each x 6 questions = 30 points)

In this task, you will be using Wireshark on External Kali to monitor the traffic when External Kali and
Ubuntu VM are talking to each other.

Tip: Please power on the pfsense VM and DO NOT revert to a previous checkpoint.

lan Waweru

01151080



External Attacker Kali (192.168.217.3)

pFsense Firewall

WAN: LAN:
192.168.217.2 192.168.10.2 Ubuntu 64 bit VM

(192.168.10.10)



You should keep Wireshark running in the background while performing the following tasks.

1. Open Wireshark on External Kali and listen on interface “eth0”.
2. Open a new terminal then ping Ubuntu VM for 5 — 10 seocnds.
3. Stop capturing ( the red button on the tool bar).

Now, answer the following questions. You need to provide a screenshot that contains the answers to
each question.

Q1. How many packets are captured in total? How many packets are displayed?

# lab-connect.cova-cci.or

= ker K WEDO! - Virtual Machine Connection

Tue 04:25

e

View Go Capture Analyze Statistics Telephony Wireless Tools Help

@ DNREG Qe s |Eaaaf

=
* | Expression.

Time Source Destination Protocol Length
124 99.105557800 192.168.10.10 192.168.217.3 ICMP
125 100.081120900 192.168.217.3 192.168.10.10 ICMP
126 100.095814700 192.168.217.3 192.168.217.2 DNS
127 100.095827800 192.168.217.3 192.168.217.2 DNS
128 100.235852800 192.168.10.10 192.168.217.3 ICMP

» Frame 1: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface © ms
» Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (o@H

» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.217.2
» User Datagram Protocol, Src Port: 49467, Dst Port: 53
» Domain Name System (query)

80 15 5d 40 57 1f 00 05 08 60 45 00
00 43 b5 aa a8 d9 03 co a8
d9 82 c1 3b a1 e1 @@ 0e 61
o0 00 6o oo FENEE 62 69 61 6e 04
76 6f 6f 6¢c 67 00 00 01 00

In total | had 128 packets displayed

Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).



# lab-connect.cova-cci.org,

e Attacker Kali - External Workstation on CY301-IWAWEDO! - Virtual Machine Connection
e
File Action Media Clipboard View Help
@0 umrw B O a

plications » Places ~ Wireshark ~
*eth0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR O DNRE QAes s =aaarf
A licmp 3 ~| Expression.

No. Time Source Destination Protocol Length Info
117 96.071688400 192.168.217.3 192.168.10.10 ICMP 98 Echo (ping) request 1d=0x09b6, seq=1
118 96.103668000 192.168.10.10 192.168.217.3 ICMP 98 Echo (ping) reply 1d=6x09b6, seqg=1
119 97.073084500 192.168.217.3 192.168.10.10 ICMP 98 Echo (ping) request 1d=0x09b6, seq=1
120 97.083947200 192.168.10.10 192.168.217.3 ICMP 98 Echo (ping) reply 1d=0x09b6, seq=1
121 98.079671560 192.168.217.3 192.168.10.10 1CMP 98 Echo (ping) request 1id=0x09b6, seg=1
122 98.094500500 192.168.10.10 192,168.217.3 ICMP 98 Echo (ping) reply 1d=0x09b6, seq=1
123 99.079822900 192.168.217.3 192.168.10.10 ICMP 98 Echo (ping) request 1id=0x09b6, seq=2
124 99.105557800 192.168.10.10 192.168.217.3 I1CNP 98 Echo (ping) reply id=ex09b6, seq=2
125 100.081120960 192.168.217.3 192.168.10.10 ICMP 98 Echo (ping) request 1d=0x89b6, seq=2
128 100.235852800 192.168.10.10 192.168.217.3 ICMP 98 Echo (ping) reply id=0xe9b6, seq=2

‘ ’

» Frame 69: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ©

» Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (00:15:5d:40:57:1f)
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.10

» Internet Control Message Protocol

00 15 5d 40 57 1f 00 15 5d 46 57 65 08 00 45 00
00 54 5e 24 40 00 40 01 78 26 cO a8 d9 03 cO a8
Ga ©a 08 00 dc c6 09 b6 06 01 87 8d f4 63 60 00
[Nt bd 7 60 66 60 ©0 00 16 11 12 13 14 15|
16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 2
26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 3
36 3°

R

<

T

Attacker Kali - Exter »

It starts at 69 and ends at 129. The image shows ICMP packets and there is a total of 60 packets.

Q3. Select an Echo (replay) message from the list. What are the source and
destination IPs of this packet? What are the sequence number and the size of the
data? What is the response time?

e Analyze Statistics Telephony Wirek

TR QA e D e

98 bytes captured (784 bits) on interface 0
00:15:54:40:57:1f), Dst: Microsof 40:57:05 (00:13:54:48:57
168.10.10, Dst: 192.168.217.3

1) Source IP: 192.168.10.10 Destinations IP: 192.168.217.3

2) SEQ: 1/256



3) Size 98 in length

4) Time: 80.047664100

Q4. Apply “DNS” as a display filter in Wireshark. How many packets are
displayed?

# lab-connect.cova-cci.org

File Action M Clipboard  View  Help

=©0 > a8

B Attacker Kali - External Workstation on CY30 01 - Virtual Machine Connection

File Action Media Clipboard View Help

=90 B> 1
Applications ~ B Wireshark ~ Tue 05:29 1] ) O~ M l N l ON
*eth0 ') RSITY
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
am @ B RE QA «» Qs _ = aaqaq
Expression

Time Source Destination Protocol Length Info
99 90.089998000 192.168.217.3 192.168.217. DNS 81 Standard query 0x6172 A 1.debian.pool
100 90.090012600 192.168.217. 192.168.217. DNS 81 Standard query 0x5978 AAAA 1.debian.p
101 90.093936100 192.168.217. 192.168.217. DNS 54 Standard query response 8x6172 Refuse
162 90.093954000 192.168.217. 192.168.217. DNS 54 Standard query response 8x5978 Refuse
112 95.092528200 192.168.217. 192.168.217. DNS 81 Standard query 0x2525 A 2.debian.pool
113 95.092541600 192.168.217. 192.168.217. DNS 81 Standard query Oxa72b AAAA 2.debian.p
114 95.131582600 192.168.217. 192.168.217. DNS 54 Standard query response 8x2525 Refuse
115 95.131623200 192.168.217. 192.168.217. DNS 54 Standard query response ©xa72b Refuse
126 100.095814700 192.168.217. 192.168.217. DNS 81 Standard query ©x2525 A 2.debian.pool
127 100.095827800 192.168.217. 192.168.217. DNS 81 Standard query ©xa72b AAAA 2.debian.p

Frame 68: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0

Ethernet II, Src: Microsof_40:57:1f (00:15:5d:40:57:1f), Dst: Microsof_40:57:05 (00:15:5d:40:57:05)
Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3

User Datagram Protocol, Src Port: 53, Dst Port: 47432

Domain Name System (response)

00 15 5d 40 00 15 5d 40 57 1f 68 00 45 00
16 00 28 06 42 40 11 41 2c cO a8 d9 02 cO a8
d9 63 00 35 b9 48 00 14 1c 23 75 c8 81 05 00 00

h Hypes-V Manager } Attacker Kali - Exter Ubuntu 64-bit on C

There are a total of 127 DNS packets.

Q5. Find a DNS query packet. What is the domain name this host is trying to resolve? What is
the source IP and port number, destination IP and port number? Please express in the format:
IP:port.



lab-connect.cova-cci.org,

File Action Media Clipboard View Help
File Actio|

Tue 06:20

*eth
Wireshark - Packet 48 . ethO

» Frame 48: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface ©
» Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (00:15:5d:40 Fession. + queries [ I T Y
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.217.2
» User Datagram Protocol, Src Port: 50508, Dst Port: 53

» Domain Name System (query)

00 | Wllew - Jew  E
00 43 do a cvaeg 6

d9 02 c5 LS/31

00 00 00 2 debian
70 6f 6f pool ntp -org
01

% Close

=

B Atackerkali- Bxter. I Ubuntu64-biton C. T pFsense - Firewall

1) Domain name (query)

2)Source IP: 192.168.217.3

3) Source port: 50508

4) Destination IP: 192.168.217.2

5) Destination port: 53

Q6. Find the corresponding DNS response to the query you selected at the previous step, and what is

the source IP and port number, destination IP and port number? What is the message replied from the
DNS server?



# lab-connect.cova-cci.org,
File Action Media Clipboard View Help
@0 unw > a

Applications v Places v ¥ Wireshark ~ Tue 06:21

File Actio|

*ethO
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Q @ IF

RE Q « » 0« o _

=

Am 1@ Dl

N | dns.id==0x69f6 <] ~ | Expression + queries

Source Destination Protocol Length Info

192.168.217.3 192.168.217.2 DNS 81 Standard query ©6x69f6 AAAA 2.debian.pool.ntp.org
192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x69f6 Refused
192.168.217.3 192.168.217.2 81 Standard query 0x69f6 AAAA 2.debian.pool.ntp.org
192.168.217.2 192.168.217.3 54 Standard query response 0x69f6 Refused

Frame 52: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface ©

Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (00:15:5d:40:57:1f)
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.217.2

User Datagram Protocol, Src Port: 50508, Dst Port: 53

Domain Name System (query)

00 15 5d 40 57 1f 60 15 5d 40 57 05 08 00 45 e Jow Jew E

00 43 d1 61 40 00 40 11 35 f1 c@ a8 d9 03 co a8 ca@@ s

d9 ©2 c5 4c 00 35 00 2f 33 98 69 f6 01 00 00 61 L5/31
0030 00 00 60 00 00 00 RN -2 -debian-
004¢ '@ 6f 6f 6c 63 6e 74 70 03 6f 72 67 OOICEIEGICE pool-ntp -org-

01

L

Manager 2

G/

Attacker Kali - Exter. 2 Ubuntu 64-bit on C

1)Source IP: 192.168.217.3
2)Source port: 50508
3)Destination IP: 192.168.217.2
4)Destination Port:53

5)Message replied from the DNS server contains the lp address of Debian.pool.ntp.org



