Review the articles linked with each individual motive in the presentation page or Slide #4.  Rank the motives from 1 to 7 as the motives that you think make the most sense (being 1) to the least sense (being 7).  Explain why you rank each motive the way you rank it.

Entertainment:  4
This article describes the data scraping of 700 million LinkedIn users.  The data scraped consisted of user’s locations, phone numbers and inferred salaries.  The man identified as the perpetrator of the data scraping said he did it “for fun”.  He also said he is selling the data.  This attack was he says was very complex.  He is a habitual offender as well because he is also responsible for the data scraping of 533 million Facebook profiles before the LinkedIn data scraping attack.  
It appears to me that part of his motive was entertainment.  The Neutralization theory seems to fit this case as he did know this was wrong but rationalized it by saying he did it for fun.  He also never seemed to apologize so Denial of responsibility seems to fit as well.  I believe he may have committed this crime for mainly financial gain as well as recognition and is using the excuse I did it “for fun” to minimize his responsibility.  

Political:  2
This article describes a new generation of young hackers that are described to be taking part in “hacktivism”.  The are upset about how the cybersecurity world operates as well as the role of tech companies spreading propaganda.  
I could see how “hacktivism” could be politically motivated, but it seemed to me in this article it was more teenage angst acting out and wanting to be part of a cause bigger than themselves.  I believe this would fit into the theory of appeal to a higher loyalty which is defined as a crime committed for the good of the group.  The other theory that fits would be Condemnation of condemners which says those with authority do bad things too.  

Revenge:  6
This article describes the rise in revenge porn and cyberbullying which in a sense the revenge porn would fit under the larger umbrella of cyberbullying.  I believe that most cyberbullying has an aspect of revenge attached to it.  Even if the victim may not have ever done anything specifically to the bully, they may be attacking the victim as a way to get out their aggression from being either bullied themselves or just their negative outlook on other human beings in general.  Studies show that cyberbullying has been connected to learned behavior so they may have learned this from other peers or adult figures in their lives.  The risk to them versus the reward of feeling superior to their victims is worth it.  They may also have impulse control issues as studies have shown most cybercriminals have.  

Boredom:  1
This article talks about how boredom increases the risk of children falling victim to cyberbullying.  I really do not see how this fits as a motive for the attacker.  Child grooming it seems to me would fit with pedophilia which is a negative sociopathic behavior some human beings have had for all of our history.  I believe that the anonymity that the internet has brought has just made it easier for those with this shared behavior to commit these crimes against vulnerable children.  Children were complaining of boredom long before the digital age and I do not think this is a new problem.  The problem lies in like the article says, “Children are interacting online without supervision.”  This is something that I can imagine is very difficult for parents to manage.  I believe maybe the answer lies in better algorithms that can block certain content without interfering with children being able to access the wealth of good knowledge the internet has to offer them.  

Recognition:  7
This article speaks of a 22-year-old man who was “posing” as UGLegion “to attract likes to his Twitter site”.  In this case I would definitely say without a doubt the motive was purely recognition by his peers and pretty much nothing else.  

For Money:  6
This article spoke about a study that gathered first-hand interviews with 100 convicted or currently engaged cybercriminals about what they were using their ill-gotten financial gains on.  
To me it did seem like they all shared the same goal of getting money to pay for something they either wanted or needed.  The 15% who used the money to attain status or impress romantic interests or other criminals seem to be more ego driven and seeking acceptance or recognition through money.  
In all cases it does seem like they were weighing risk versus reward.  They also all share goal-driven persistence, reward reactivity and impulsivity.  

Multiple Reasons:  7
This article describes a hacker that says “What’s not to like? Money, popularity, and a quiet ‘screw you; to the man.  He was proud of his ability to hack into and modify programs built by professionals.”  I believe this information alone is enough to say there are multiple reasons motives.  This would fit with the theories of appeal to higher loyalty and condemnation of condemners.  It also proves the research that shows that deviant peer association is related to hacking because it seems as though he wishes to be popular with other hackers who share his affinity for hacking for personal gain and recognition.  


