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Lab 3: Passive Reconnaissance 

 

Total Points: 30 

 

 

Question 1: Login to Shodan (https://www.shodan.io/) using your Gmail account or any other 

account you have created with the portal. Search Web Camera or Web Cam in the search bar, 

and you will be shown a report where a number of accessible web cameras are listed. 

 

• Task 1: Find a device where there is at least one open port and the domain name (URL) 

is displayed. If you find multiple such devices, just choose one arbitrarily. Take a 

screenshot highlighting the domain name and the open ports. Attach the screenshot in 

your submission. 

 
4 points 

 

• Task 2: Using WHOIS (https://who.is/) or Netcraft (https://sitereport.netcraft.com/), find 

the IP address of the domain name you found in Task 1. Take a screenshot highlighting 

the IP address and attach it in your submission. Go through the complete report you 

retrieved from WHOIS or Netcraft. Do some research online about the vulnerabilities or 

weakness the device has. Briefly describe all the security weakness or vulnerabilities you 

https://www.shodan.io/
https://who.is/
https://sitereport.netcraft.com/
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found. 

 

 
         6 points 

When I looked through the Whois report for Firstlight.net there were no specific vulnerabilities 

or weaknesses except the basic concerns of public files and records like web server exposure due 

to a public IP address, DNS and network server risk.  I did discover that in September 2025 the 

company was involved in a ransomware attack by Lynx ransomware group where they 

threatened to fully leak the companies data unless their demands were met. This event led to the 

company publicizing their Immutable Backup and Insider Protection capabilities to protect data 

from such events.  

 

Question 2: Login to Shodan again, but this time search for port:502. Select a device that meets 

the following criteria:  

1. There is at least some information in the device identification field. 

2. There is at least one CVE listed in the Vulnerabilities section. 

 

• Task 1: Capture some screenshots showing the device id, open ports, and the CVE lists. 

Attach the screenshots in your submission.
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    5 points 

 

• Task 2: Do some research about the device you chose and describe the device type and 

found vulnerabilities in a paragraph. Try to keep the paragraph limited into 5-10 

sentences. The IP address 47.109.17.49 is a cloud host server hosted in Chengdu, China 

as a part of the Aliyun computing company. It is a cloud host server used to run proxy 

services for testing or trapping message traffic. There are a few CVE notes from 2020-

2025, one of which being CVE-2025-26465 which affected OpenSSH. This vulnerability 

happens when the VerifyHostKeyDNS option is enabled. Which allows A machine-in-

the-middle attack to be performed by a malicious machine impersonating a legit server. 

The issue occurs due to how OpenSSH mishandles error codes in specific conditions 

when verifying the host key where the attacker can impersonate a legitimate server.

 5 points 

 

• Task 3: Select a CVE from the CVE list shown in the Vulnerabilities section and search for 

that CVE in https://cve.mitre.org/. Identify the attack/vulnerability described in the CVE.  

Go to https://attack.mitre.org/matrices/enterprise/network/ and find the attack from 

the matrix. If the attack is not listed there, try to search in other attack matrices given in 

the MITRE ATT&CK website. Once you find the attack listed as a technique, try to find 

out one relevant detection and one mitigation methods. Take screenshots showing the 

detection id and the mitigation id. Attach your screenshots in your submission and 

https://cve.mitre.org/
https://attack.mitre.org/matrices/enterprise/network/
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briefly summarize the selected detection and mitigation methods.  
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My technique according to the described CVE of a OpenSSH is a machine-in-the-middle attack 

which aligns with an adversary- in-the- middle attack (T1557). The detection strategy DET0296 

Detect Adversary in the middle attacks through network and configuration Anomalies like 

AN0823 which delete suspicious DNS poisoning attempts and abnormal networks. Mitigation is 

the M1042 which disables and removes programs. Once you configure properly the DNS will 

remove the vulnerable feature. 

• 10 points 

 

  


