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Reflective Essay

Abstract

This paper reflects on three core skill areas developed during my academic journey
at Old Dominion University: Critical thinking, research skills, and technical skills. Each area
is represented by a major academic artifact that demonstrates my growth and readiness for
a professional career in cybersecurity. The Cybersecurity Case Study Analysis represents
the application of critical thinking to real-world problems, the Cybercrime Trends
Research Paper showcases the ability to conduct thorough and credible research, and the
Incident Response Simulation Project illustrates the practical application of technical
knowledge. For each artifact, three examples highlight specific experiences and lessons
learned, resulting in nine examples that collectively demonstrate my academic and
professional development. This reflection also discusses how coursework across multiple
developments. This reflection also discusses how coursework across multiple disciplines
reinforced these skills showing how critical thinking, research, and technical abilities are

interconnected and essential for success in cybersecurity.
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Introduction

My time at Old Dominion University has been a transformative journey that has been
filled with academic challenges, hands-on learning experiences, and opportunities for
personal growth. As | work towards completing my bachelor’s degree in Cybersecurity, |
can look back on my coursework and see how each assighment and project contributed to
my development as a well-rounded professional. The most important skills | have learned

and cultivated at ODU are critical thinking, research skills, and technical skills.

These three categories represent the foundation of my professional identity. Critical
thinking allows me to approach complex cybersecurity issues with clarity and strategy.
Research skills have helped me locate, evaluate, and synthesize information from credible
sources to make informed decisions. Technical skills have given me the practical ability to
apply what | learned to real world settings. The artifacts | have chosen to represent these
skills each highlight different aspects of my growth, with three specific examples for each

skill area.

Artifact One: Critical Thinking

Critical thinking is one of the most valuable skills | have developed during my time at
ODU. In the cybersecurity field, where situations often require quick decision making and
highly creative problem-solving skills, being able to think critically can make the difference
between preventing a breach and reacting after one has already caused damage. One of

the most memorable artifacts that showcases my critical thinking ability is my
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Cybersecurity Case Study Analysis, which required me to examine a real-world cyber

incident, identify the root causes, and recommend solutions.

Example One: Analyzing Root Causes of Security Incidents:

For this project, | examined the infamous Target data breach, which exposed
millions of customer records. | went beyond simply summarizing the event, | broke down
the sequence of failures, from the compromised third-party vendor credentials to the
inadequate network segmentation. This example taught me how to analyze the chain of
events that lead to a major security incident and pinpoint exactly where preventative

measures could have stopped the attack.

Example Two: Consider Multiple Perspectives

This case study also pushed me to think about cybersecurity incidents from
multiple viewpoints: The technical team responding to the attack, the executives managing
public relations, and the customers whose data had been compromised. This approach
showed me that critical thinking is not only about solving a technical problem but also

about understanding its wider impact on people, organizations, and reputations.

Example Three: Developing Actionable Recommendations

Rather than just identifying what went wrong, | was tasked with proposing realistic,
actionable steps the company could have taken to prevent the breach or minimize its
effects. My recommendations included vendor security assessments, continuous

monitoring, and better incident response training for staff. This reinforced the idea that
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critical thinking involves not just identifying problems but also creating effective solutions

that can be implemented in the real world.

Artifact Two: Research Skills

Research has been a core part of my ODU education and a skill | know will be
invaluable in my future cybersecurity career. The ability to locate trustworthy information,
evaluate its reliability, and apply it to a specific problem is essential in a field where threats
are always evolving. My Cybercrime Trends Research Paper stands out as a strong

artifact for showcasing my research skills.

Example One: Finding and Using Credible Sources

In this project, | was tasked with identifying emerging cybercrime trends and
analyzing their potential impact on organizations. | had to go beyond simple internet
searches and use academic databases, government reports, and professional journals to
gather credible information. This taught me how to navigate research tools like JSTOR, IEEE

Xplore, and ProQuest to find peer-reviewed sources.

Example Two: Synthesizing Complex Information

The research process required me to take large amounts of technical information
from various sources and combine them into a single detailed analysis. | learned how to
identify common patterns, summarize key findings, and explain them in my own words.
This skill is particularly important in cybersecurity because threat intelligence often comes

from multiple, fragmented reports that must be pieced together to form a complete picture.
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Example Three: Applying Research to Real-World Scenarios

Finally, | used the research to propose practical actions organizations could take to
prepare for emerging threats like deep-fake technology and supply chain attacks. By
applying research to real-world situations, | could see the direct connection between
academic work and professional practice. This example reinforced that good research is

not just about gathering information, it’s about using it to make informed decisions.

Artifact Three: Technical Skills

Technical skills are the hands-on abilities that allow me to put the theory | learn into
practice. Through my ODU coursework, | gained experience in network security, system
configuration, risk assessment, and using industry-standard cybersecurity tools. My

Incident Response Simulation Project Is the artifact that best represents this skill set.

Example One: Using Security Tools for Threat Detection

In the simulation, | had to use intrusion detection systems (IDS) and security
information and event management (SIEM) tools to monitor network activity. | practiced
analyzing logs to identify suspicious behavior, such as failed login attempts from unusual
IP addresses. This experience gave me confidence in my ability to use technical tools to

detect and investigate potential threats.

Example Two: Following the Incident Response Lifecycle

The project also required me to follow the National Institute of Standards and

Technology (NIST) Incident Response Lifecycle: preparation, detection and analysis,
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containment, eradication, recovery, and post-incident activity. | learned that technical
skills are not just about using tools, they also involve following structured processes to

ensure incidents are handled effectively and efficiently.

Example Three: Documenting and Communicating Technical Findings

One of the final tasks was to create an incident report summarizing what happened,
how it was resolved, and what could be done to prevent similar incidents in the future. This
required me to translate technical findings into clear, professional language that could be
understood by non-technical stakeholders. This example highlighted how technical skills

and communication skills work together in Cybersecurity roles.

How Coursework Enhanced These Skills

While each artifact represents a significant achievement on its own, the skills they
showcase were built gradually through my ODU coursework. In leadership-oriented
classes, | learned how to apply critical thinking when managing teams making high-stake
decisions. In research heavy courses, | developed the discipline that was required to seek
out high-quality courses and verify information. In technical classes, | got hands-on

experience with tools and processes used by cybersecurity professionals every day.

For example, my CS564 class (Networked System Security) gave me valuable
networking experience and reinforced the importance of thinking critically about online
content, including digital blunders and digital footprints. This class and my other
networking classes also focused on network defense and incident response, which

allowed me to gain practical skills using security tools and applying frameworks.
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Meanwhile, research assignments in my cybersecurity policy classes taught me how to

analyze complex, rapidly changing topics like internation cyber law and privacy regulations.

These different areas of study complemented each other in ways | did not think
about. My critical thinking skills helped me evaluate the sources | found during my
research. My research skills gave me the evidence | needed to support technical decisions.
My technical skills made me more confident when applying these different frameworks into

practical exercises.

Conclusion

Looking back on my journey so far at Old Dominion University, | can clearly see how
my education has shaped me into a more capable and confident professional. The three
main skills | have highlighted, critical thinking, research skills, and technical skills, are

interconnected and mutually reinforcing.

The Cybersecurity Case Study Analysis helped me think critically about problems
from multiple angles and develop practical solutions. The Cybercrime Trends Research
Paper strengthened my ability to gather and synthesize reliable information to make
informed decisions. The Incident Response Simulation Project allowed me to put my
technical knowledge into action and understand the processes that keep organizations

secure.

Together, these artifacts and their nine specific examples demonstrate the range of
capabilities and my readiness to succeed in the cybersecurity field. | am proud of how far |

have come and excited to continue building on these skills as | complete my degree and



Reflective Essay

move into my career. | know that the combination of critical thinking, research ability, and
technical proficiency will not only help me excel in my chosen profession but also allow me

to contribute to creating a safer and more secure digital world.



