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Abstract

This paper analyzes a job advertisement for the position of Cyber DLP Engineer
(Principal Associate) at Capital One. The goal of this analysis is to evaluate the expectations of
this position, including both hard and soft skills, and compare them to my current academic and
professional development in cybersecurity. This essay explores how the structure and language
of the ad reflect Capital Ones company culture and professional priorities. It also discusses how
my personal background, including coursework, family experience with the company, and desire

for a remote role, shows I am a strong candidate.
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Analyzing a Cybersecurity Career Opportunity at Capital One

As a soon-to-be graduate with a strong focus on cybersecurity and computer science, |
am actively seeking new opportunities that may align with my technical education and lifestyle
goals. One job that caught my attention was the Cyber DLP Engineer (Principal Associate)
position at Capital One (Capital One Careers, 2025). This opportunity stands out to me because it
offers a fully remote work environment, which is a personal goal and priority. This company also
carries a special meaning: my mom has worked at Capital One for over 15 years and often
speaks highly of the company’s culture, benefits, and innovation. Her experience, combined with

my career interests, makes this role an ideal match.

The job is part of Capital One’s Cyber Data Loss Prevention (DLP) team and focuses on
managing risks to the company’s data while ensuring compliance and innovation. As stated in the
ad, the team “builds and maintains data security policies and solutions that protects our most
sensitive information” (Capital One Careers, 2025). The title “Principal Associate” suggests this
is a mid-to high level position that may require professional experience beyond a recent degree.
However, the ad’s language also reflects openness to strong candidates who bring strong

foundational skills, curiosity and a problem-solving mindset.

The skills and experience required in the job description are very specific. It lists things
like “hands-on experience with data security technologies (DLP, CASB, etc.), strong
communication skills, and scripting or automation knowledge (Python, PowerShell, and
Terraform)” (Capital One Careers, 2025). These keywords show that the role needs both

technical expertise with soft skills. The emphasis on both “technical writing” and “Collaboration
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with cross-functional teams” also implies that communication and teamwork are central to the

position.

Reading between the lines, the ad highlights several implied soft skills. For example, the
phrase “ability to translate complex technical information into business language” suggests the
need for emotional intelligence, time management, and adaptability. Although not explicitly
stated, time management is usually essential, especially with a remote position where much is
expected. Additionally, phrases like “influence teams” and “drive results” hint at leadership

skills, even without a management title.

Capital Ones company culture is also reflected in the ad’s tone. Words like “innovative,”
“collaborative,” and “mission-driven” are used many times which align with how my mom also
described her experience the company. She often tells me that Capital One supports lifelong
learning, diversity, and employee well-being. This culture is echoed in the way the ad encourages
candidates to “bring their whole selves to work.” It’s also telling that Capital One emphasizes

remote flexibility while still expecting high impact and contributions- something I truly value.

My academic background, hands on experience through labs and simulations, and my
year of working as a cybersecurity analyst have helped me prepare for this role. For example, my
work with Tenable Security Center and NIST SP 800-53 at my current job taught me how to
apply these skills toward a real job. I also gained foundational experience in Python and
PowerShell through scripting exercises and automation projects. Communication and team
collaboration have been emphasized in many of my group-based assignments and written

reports, including learning about things such as incident response plans and risk assessments.
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These directly align with the ad’s expectations of documentation, stakeholder communication,

and policy implementation.

As the cybersecurity field continues to grow rapidly due to increasing digital threats and
compliance demands, roles like this are in very high demand. Data loss prevention is very critical
to protecting sensitive customer and enterprise information. With Capital One being a major
financial institution, it makes sense that they are investing in specialized DLP talent to safeguard

systems.

I want this position not only because of my career goals but also because I want to be part
of a company that values both people and progress. I’ve seen firsthand through my mom’s career
that Capital One invests in their people, offers long-term career growth, and encourages work-
life balance-especially with remote options. This job represents the intersection of everything

I’ve worked toward academically and personally.
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