CYSE 609 — FUND LINUX SYST FOR CYBER
Module 2 | Linux Basic Commands
Total: 100 Points

Name: Click or tap here to enter text.

Directions: Practice the following tasks in Linux VM — Ubuntu using various Linux commands for file
management. Insert screenshots where applicable. Upload completed document in Canvas.

Task 1: Is command

e Use s -l to display detailed information about the files in your home directory. Upload the
screenshot for this step after executing the command.
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e Usels -l to display detailed information about the files in /etc directory. Upload the screenshot

for this step after executing the command.
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e What are the security implications of using the Is command? How can it be configured to display

only specific file attributes? Type your answer in 3 to 5 sentences here.

Task 2: pwd command

e Use pwd command to confirm your new working directory. Upload the screenshot for this step

after executing the command.

/home/ubuntu

e What are the potential security vulnerabilities associated with the pwd command and how can

they be mitigated? Type your answer in 3 to 5 sentences here.

Task 3: echo command

e Use the echo command to display a greeting message with your username. Take the screenshot

for this step after executing the command.

:-$ echo xtradvs
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e Redirect the output of the echo command to a new file named "greeting.txt" in your home

directory. Take the screenshot for this step after executing the command.

:-$ echo "Hello, Im Xavier" > ~/greeting.txt
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Task 4: cd command

e Use cd command to change the directory to /etc. Take the screenshot for this step after

executing the command.

;5 echo "Hello, Im Xavi
1% cd Jetc
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Task 5: Pattern searching using grep command

e Use the grep command to search for your username within the contents of the “/etc/passwd"

file.

1x:1000:1000:Live session user,,,:/home/ :/bin/bash

e Display the lines containing "your username.” Take the screenshot for this step after executing

the command.

1%:1000:1000:Live session user,,,:/home/ :/bin/bash

Grading Criteria
Task 1: Is command [3 subtasks x 10 = 30 Points]

Task 2: pwd command [2 subtasks x 10 = 20 Points]
Task 3: echo command [2 subtasks x 10 = 20 Points]
Task 4: cd command [1 subtask = 10 Points]

Task 5: Pattern searching using grep command [2 subtasks x 10 = 20 Points]






