
CYSE 609 – FUND LINUX SYST FOR CYBER 
Module 5 | User Management and File Permissions 

Total: 100 Points 

Name: Click or tap here to enter text. 

Directions: Practice the following tasks in Linux VM – Ubuntu using various Linux commands for file 

management. Insert screenshots where applicable. Upload completed document in Canvas.  

Task 1: User Account  

• Create a new group named employee. Upload the screenshot for this step after executing the 

command. 

 

• Create a new user named Sophia with a home directory. Upload the screenshot for this step 

after executing the command. 

 

• Set a password for the newly created user. Upload the screenshot for this step after executing 

the command. 

 

• Set the secondary group for Sophia to employee. After this step, remember to check Sophia’s 

group profile. Upload the screenshot for this step after executing the command. 

 

• Change their login shell to /bin/bash.  Upload the screenshot for this step after executing the 

command. 



 

• Switch to Sophia’s account. Upload the screenshot for this step after executing the command. 

 

• Create a new directory called cyse-project in the home directory of Sophia. Upload the 

screenshot for this step after executing the command. 

•  

Using the Linux command, check the permissions, user owner and group owner of the 

cyse_project directory. Upload the screenshot for this step after executing the command. 

 

• Return to the original user account. Upload the screenshot for this step after executing the 

command. 

 

• Create a new file named sample.txt in your home directory. Upload the screenshot for this step 

after executing the command. 

 

Task 2: File Permission  



• Display the current permissions of the file sample.txt. Upload the screenshot for this step after 

executing the command. 

 

• Change the permissions of sample.txt to give read, write, and execute permissions to the 

owner, and only read permissions to others. Upload the screenshot for this step after executing 

the command. 

 

• Verify that the permissions have been changed correctly for sample.txt. Upload the screenshot 

for this step after executing the command. 

 

• Change the group ownership of the file sample.txt to employee. Upload the screenshot for this 

step after executing the command. 

 

• Verify the changes to group ownership. Upload the screenshot for this step after executing the 

command. 

 

• Delete the user Sophia. Upload the screenshot for this step after executing the command. 

 



• Delete the group employee. Verify the changes to group ownership for sample.txt. Upload the 

screenshot for this step after executing the command. 

 

 Verify the changes to group ownership for sample.txt. Upload the screenshot for this step after 

executing the command. 

 Grading 

Criteria 

Task 1: User Account [10 subtasks x 6 Points = 60 Points] 

Task 2: File Permission [8 subtasks x 5 Points = 40 Points] 

 


