Task A

Q1. (5 pts) How many packets are captured in total? How many packets are displayed?
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787 total and 787 displayed - Counting.

Q2. (5 pts) Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question
(Q1).
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Q3. (5 pts) Select an Echo (reply) message from the list. What are the source and destination
IPs of this packet? What are the sequence number and the size of the data? What is the
response time?

Time Souroe Destination Pro Length info

261 95.422823300 192.168.217.3 192 .168.168.18 : B8 Echo [ping)

Source and destination for “No.261” is: 192.168.217.3 and 192.168.10.18.
Response time is: 95.422
Size: 98

Q4. (5 pts) Apply “DNS” as a display filter in Wireshark. How many packets are displayed?
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: 23 18.679352198 192.168.217.3 192.168.217.2 ONS 83 Standard
24 108 6533683080 168,217 .3 192 16H. . F HE Standard
2% 10.681373208 168,217 .2 192. 166, : 54 Standard
26 18881375108 168,217 .2 192 168 . 54 Srandard
27 18, 742034688 168,217, 3 192, 166, 73 Standard
28 10.742051408 188,217 192 .168. : 78 Standard
29 18 . Fad882688 108,207 .2 1592. 168, - 54 SCandard
36 10. 744466900 168, 217 . 182 . 166. : 54 Srandard
33 11.1813918a8 B 1 e I 1592 . 168 95 SEandard
34 11.10831407300 -168. . 168, . 95 Standard
- ; oL i L1GE. : 4 Standard

® B Domain Mame System: Protocol Packets: 122 - Displayed: 72 (59.0%: Profile: Default

72 is displayed and counting.

Q5. (5 pts) Find a DNS query packet. What is the domain name this host is trying to resolve?
What is the source IP and port number, destination IP and port number?

Time Source Destination Protocol  Length Info

23 18.67TR352186 182.168.217.3 192.168.217.2 [ 88 Standard ouer
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The domain name it's trying to solve is 0x2738.
Source IP: 192.168.217.3 , No. 23
Destination: 192.168.217.2 , No. 23

Q6. (5 pts) Find the corresponding DNS response to the query you selected at the previous
step, and what is the source IP and port number, destination IP and port number? What is the
message replied from the DNS server?

Source Destination Protocol  Length Info

23 18.678352186 152. 1892.168. . 88 Standard gque
24 19 6T0340308 192, 192.1648. i B8 Standard que
25 18.6813732808 182.16B8.217 92.168.2 NS S Standard guen



¢ Queries

RESDHSE In: 25

Source IP and PN: 192.168.217.2, No.25
Destination and PN: 192.168.217.3, No.25
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unzuthorized virtual machines pretending to be routers. "
[] Enable router advertisement guard

Protected network
Move this virtual machine to another duster node if a network disconnection is
detected.
Protected network
Part mirroring
Port mirraring allows the network: traffic of a virtual machine to be monitored by
copying incoming and outgeing packets and forwarding the copies to another
virtual machine configured for monitoring.
Mirroring mode: Source e
MNone
Destination
MNIC Teaming
‘You can establish MIC Teaming in the guest operating system to aggregate
bandwidth and provide redundancy. This is useful if teaming is not configured in
the management operating system.
[] Enable this network adapter to be part of a team in the guest operating
system
When this option is deared, a team created in the guest operating system wil
lose connectivity if one of the physical network adapters stops working.
Device naming
Device naming causes the name of the network adapter to be propagated into
supported guest operating systems.
[] Enable device naming
/by, Some settings cannot be modified because the virtual machine was in the
following state when this window was opened: running.
To modify a setting that is unavailable, shut down the virtual machine and then
reopen this window.,
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pretending to be DHCP servers.
[] Enable DHCP guard

Router guard

Router guard drops router advertisement and redirection messages from
unauthorized virtual machines pretending to be routers.

[] Enable router advertisement guard

Protected network
Mave this virtual machine to another duster node if a netwaork disconnection is
detected.

Protected network

Part mirroring

Port mirroring allows the network traffic of a virtual machine to be monitored by
copying incoming and outgoing packets and forwarding the copies to another
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bandwidth and provide redundancy. This is useful if teaming is not configured in
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[] Enable this network adapter to be part of a team in the guest operating
system

When this option is deared, a team created in the guest operating system will
lose connectivity if one of the physical network adapters stops working.

/M, Some settings cannot be modified because the virtual machine was in the
following state when this window was opened: running.
To modify a setting that is unavailable, shut down the virtual machine and then
reopen this window.
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1. Sniff ICMP traffic (5 +5 + 5 + 15 = 30 points)
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12644 . 837007 192.168.217. . . 88 Echo (ping) r
24846 12044, 937153, 192, 168.16.13 182,168,217 .2 {2 g8 Echo (ping) 1
24B4T 120845, 933346, 192.168.217.3 192.168.10.13 ICHP 98 Echo (ping) r
SA4EA8 14645, 9333008 192,108, 16,13 192, 108 L1 .3 TCM 88 Echo (ping) 1
24840 12046 . 036544 192.168.217.3 192.168.19.13 ICHP B8 Echo (ping) ¢
SABESE 128940, 926586, 192,168 .18, 13 192,188, 217.3 ICMP 98 Echo (ping)
24851 12047 . 934363 1892.168.217.3 192.168.18.13 IcHr o8 Echo (plng) r
L4852 12847 . 934413 192.168,. 18, 13 192 . 168, Z17.3 TCMP 98 Echa (ping)
24B53 12048 . 041304 192.168.217.3 192.168.18.13 ICMP o8 Echo (ping) r
- FABEDA 12048, 941340, 19%.108,18.13 192, 108 &1 T . TCMP BE ECha [plng) ¢
- "t hii
File Edit View o Caplure Analyre 5Siatistics Telephony iesz Tools Help
ﬂ[]ﬂ@m.ﬁ@n._++4+1---nuuﬂ
| | [k = -
Ma. ] Seurce Diestimatian Protocal  Length Infa
LBT220Z2508 168, 152.166.18.13 Echo {ping)
Y6 47 . 8TdENR100  193%.168.19,13 192,168,214, 3 1P 88 Echo {ping}
09 48.68818123088 192.168.217.3 192.168.106.12 TCMP 98 Echa {ping)
180 48.0881856788 192.168.18.13 192 .168.217.3 ICMP 98 Echa {ping)
161 49.085512088 192.168.217.3 152.168.18.13 ICHP 88 Echo {ping)
192 4%, 095559008 192,168,19.13 192.168.217.3 1P 88 Echo {ping}
163 56. 887960486 192,168.217.3 192.168.18.13 ICHp 88 Echo {ping)
184 50.088813886 192.168.18.13 162 .168.217.3 ICHP 98 Echa {ping)
185 51.084836688 192.168.217.3 192.168.18.13 ICHP 98 Echo {ping)
1896 51. EEN'E'BEHG'E' 192.168.18.13 192.168.217 .3 1ICHP 88 Echo {ping}

Frame 1 %8 byie : Wire 1its). BE by 5T 94

Ethernet IL, 5r j 4 5T 48 I
InteErnet 1
Incernet

2. Sniff FTP traffic (10 + 15 + 15 = 40 pts points)
a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need
to use External Kali to access this FTP server by using the command: ftp [ip_addr of
ubuntu VM]. The username for the FTP server is student, and the password is password.
You can follow the steps below to access the FTP server.



= root@kali: ~
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192.168.18.18

Connected to 192.168.18.18.

220 (vsFTPd 3.0.5)
(192.168.10.18:root): student
Please specify the password.

assword:

230 Login successful.

Remote system type 1s UNIX.

Using binary mode to transfer files.

ftp> |

Unfortunately, Internal Kali, the attacker, is also sniffing into the communication.
Therefore, all of your communication is exposed to the attacker. Now, you need to find
out the password used by External Kali to access the FTP server from the intercepted
traffic on Internal Kali. You need to take a screenshot and explain how you found the
Password.

N/A

After you successfully find the username & password from the FTP traffic, repeat the
previous step (2.a), and use your MIDAS ID as the username and UIN as the password to
re-access the FTP server from External Kali. Although External Kali may not access the
FTP server, you need to intercept the packets containing these “secrets” from the
attacker VM, which is Internal Kali.
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