
Task A 
 

1.​ (2 pts) Network Scanning: Run an Nmap scan against the target machine to find 
▪ open ports 
▪ running services 
▪ Smb vulnerabilities 
Submit the screenshot of the Nmap command used with the relevant scan results: 
 

 

2.​ MS08‑067 is a critical remote code execution vulnerability in the Windows Server 
service. It was severe because it allowed attackers to execute arbitrary code without 
authentication, enabling worms like Conficker to spread rapidly across networks. 

      3. 2 pts) Launch Metasploit Framework and Search for the module related to MS08-067 



 

4. (2 pts) Select: exploit/windows/smb/ms08_067_netapi

 

5. (2 pts) Set payload: windows/meterpreter/reverse_tcp

 



6. (2 pts) Configure: RHOSTS, LHOST and LPORT

 

7.(2 pts) Display the configurations and screenshot of “show options”

 

8.(5 pts) Run exploit and confirm Meterpreter session 

 

9. The VM networking was most likely misconfigured. 

 

 

 



Task B 
 

1.​ (5 pt) Show your results and configuration.

 

 

 

 
 

 
EternalBlue (MS17‑010) targets SMBv1. Windows Server 2022 does not include SMBv1 

by default and uses hardened SMBv2/3 stacks. Modern mitigations such as ASLR, DEP, and 



kernel patching prevent the exploit from working. Therefore, the attack typically fails on Server 
2022.  

 

                      Task C 
 

1.​ Generate Executable Payload (5 *2pts = 20 pts) 
[Submit the screenshot for each step] 
a. Create a Windows executable payload 
b. Use reverse_tcp 
c. LPORT = 4444 (you may change it) 
d. LHOST = Internal Kali IP 
e. Payload filename = Your MIDAS ID.exe (for example, svatsa.exe) 

 
2.​ Host and Deliver Payload (5* 2 pts = 10 pts) 

[Submit the screenshot for each step] 
a. Start a web server on Internal Kali 
b. Upload payload to web root (Apache or python http server) 
c. Download payload from Windows 7 
d. Configure Metasploit handler 
e. Execute payload on target 
 

 

 



 
 

3.​  
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